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THE INSTITUTE OF BANKERS, BANGLADESH (IBB)
97th Banking Professional Examination 2023
AIBB
Information and Communication Technology in Financial Institutions (ICTFI)

Subject Code: | 2 | 0

Time—3 hours
Full marks—100
Pass marks—45
[N.B. The figures in the right margin indicate full marks. Answer any five questions.]

Describe the types of computers based on job nature, size and capacity.

Craft the impact of Information and Communication Technology (ICT) application on
banking services.

What are the computer hardware and devices? Describe the ROM with its characteristics.
How the use of ICT in banking sector can accelerate formation of Digital Bangladesh?

Suppose, you are working in a traditional bank which is looking to embrace online banking
to meet evolving customer preferences. Prior focus is given on by your bank on user-
friendly interfaces, secure authentication methods and real-time transaction tracking.
Mention the steps, appropriate according to you, the bank should take to successfully
implement online banking services. Discuss how the online banking can enhance customer
engagement and operational efficiency.

Mobile financial services offer convenience and accessibility. Devise a strategy to design a
user-centric mobile app that integrates banking, payments and remittance services. Discuss
how the app can cater to diverse user-demographics and used to foster financial inclusion.
Analyze the role of Agent Banking in extending financial services to underserved/unbanked
people. How the Agent Banking leverages mobile technology and local agents to provide
banking scrvices in remote areas? What, according to you, are the challenges of
connectivity, trust building and regulatory compliance linked with effective implementation
of Agent Banking?

Imagine you are responsible for integrating e-commerce and m-commerce platforms into
your bank’s services. The plan includes seamless connection of these channels, enabling
customers to make online purchases and mobile payments. It also includes addressing the
security measures, payment gateways and customer data protection. Discuss how this
integration can enhance customer experience and revenue streams for the bank.

What is the large value cheque settlement? How it differs from normal process of cheque
settlement?

What is Routing Number? Mention what significance the digits a Routing Number carry.
Our banking system has modernized its cheque processing operations using Magnetic Ink
Character Recognition (MICR) technology and automated clearing systems. Outline the
benefits of MICR encoding for cheque processing accuracy and discuss how automated
clearing systems expedite fund transfers. Address challenges related to cheque fraud and
highlight the role of these technologies in fraud prevention.

Consider, your bank is exploring the implementation of mobile wallets to provide
customers with a comprehensive financial management solution. The benefits of mobile
wallets are outlined in terms of bill payments, fund transfers and expense tracking. Address
challenges such as user adoption and security concerns. Highlight strategies to encourage
customer trust and loyalty.

How does a Point of Sale (POS) work in case of payment? Explain with a flowchart.

The growth of e-commerce use has raised regulating concerns, particularly in cross-border
payments. Consider issues of currency conversion, taxation and compliance with anti-
money laundering (AML) and know your customer (KYC) regulations. Mention what
comprehensive strategy for e-commerce platform can be appropriate to navigate
international payment regulations effectively. Highlight how technological solutions such
as block chain can streamline these processes.

Compare functionalities of Care Banking Software and MFS software.
g\f’hﬁt, according to you, makes Business continuity plan important to manage ICT risks in
anking?

A consortium of small businesses can arrange POS terminals to benefit small merchants,
including increased sales and customer satisfaction, The consortium seeks to enhance
customer payment options by adopting POS terminals. How QR code-based payments and
contactless technologies can be integrated into POS systems? Mention potential barriers
such as setup costs and staff training,
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What are the core principles described in the guidelines on ICT security for Banks and Non-Bank
Financial Institutions—2013, issued by Bangladesh Bank?

Write about the importance of Data Centers in ICT Risk Management.

With the rise of card fraud, redefining card security is imperative. It emphasizes an
integrated security approach for debit and credit cards that combines EMV chip technology,
biometric authentication and geolocation-based fraud prevention. How this approach can
mitigate card cloning, card-not-present fraud and un-authorized transactions? Explain how
user-friendly design can ensure hassle-free card usage.

Modern banks and FLs are embracing Enterprise Resource Planning (ERP) systems to
streamline operations. Propose a strategy for implementing an integrated banking ERP
system that covers core banking functions, HR management and inventory control where
data synchronization, training and customization challenges are addressed. How this system
can improve data accuracy, decision making and operational efficiency.

There is no doubt about the importance of anti-virus and anti-malware software in securing
banking operations. How malware attacks can compromise customer data and disrupt
services. Discuss the benefits of using, advanced threat detection and behaviour analysis
techniques.

[llustrate the benefits of BEFTN in terms of real-time settlements, reduced operational costs
and fraud prevention. How the BEFTN system can enhance interbank connectivity and
overall financial system stability?

A well-established bank is considering the adoption of virtual banking to expand its reach
and cater to digital savvry customers. It has outlined the benefits of virtual banking
including cost-savings, 24/7 availability and personalized customer experience. What,
according to you, is the way to address challenges such as customer trust, data security and
regulatory compliance? Propose strategies for seamlessly integrating virtual banking into
the bank’s existing operations.

Blockchain and cloud computing are transforming the financial services landscape. A
comprehensive strategy is required for a bank to leverage these technologies for secure and
efficient transactions, smart contracts and data storage. Discuss the potential of blockchain
in reducing fraud and increasing transparency in financial operations. How cloud
computing can enhance scalability and reduce infrastructure costs?

Cryptocurrencies are graining traction, but regulatory uncertainty remains a challenge.
Issues such anti-money laundering (AML), know your customer (KYC) compliance and
taxation need to be addressed. What, according to you, could be a regulatory framework
that strikes a balance between innovation and consumer protection? What strategy would
you propose to ensure cryptocurrency transactions are transparent, secure and aligned with
legal requirements?

It is said that ethical dilemmas arising from the increased reliance on Al in banking. What
could be the potential biases in Al algorithms, impact on employment and the need for
human oversight? How bank’s can implement Al responsively, ensuring fairness, privacy
and accountability?

What is a contact center? What are modes of communication in a contact center?

What are the key elements of a strong password policy for internet banking?

Why banks should use SWIFT instead of telex?

10. Write short notes on any four of the following :
(a) NPSB Vs RTGS
(b) DDOS and Ransom ware
(c) Two-factor authentication and Banking fraud Prevention
(d) Data Mining
(e) Machine Learning
() SAN Switch and Virtualization
(g) Need of ISO 27001 Certification for Banks and Fls
(h) PCI-DSS.
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