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"[N.B. The figures in the right margin indicate full marks. Answer any five questions.]
> Marks

. (a) Differentiate Data and Information. Describe five features of ICT for which it is important 2+4=6
and widely used in the financial services industry.

(b) Define and describe, with examples, commonly used input, output, processing and memory 4

devices in an office environment. '
(c) Define functionality, usability and examples of system software and application software. 6
(d) Centralized DBMS. Software is widely used in the financial services industry but:there are 4

some associated risks of usage of this. What could be the alternative effective solution to

overcome those risks?
(A

. (a) Define the terms DC, NDC and DRS. Write the names of two standard certifications which 3+2=5
are required for data center.

(b) Explain the terms internet, intranet and extranet. Do you think that internet connectivity 3+2=5
should be restricted in an office environment?

(c) Define Replication, Clustering and Load Balancing. Explain why these features are 3+2=5
essk;ntia] for a critical service operation.

(d) Define three typés of Database Backup and design an effective backup plan for your 5
bank’s CBS and Payroll systems.

. (a) Briefly explain E-commerce and E-payment. Describe functions of a payment gateway 4+3=7
software, '

() Discuss how EMVCo. based Chip Cards contributed to the enhanced security of card 3
transactions.

(¢) Define On-us, Not On-us and Off-us transactions for ATM. Describe the settlement 3+3=6
process of E-commerce transactions. '

(d) Explain the key differences between a debit card and a credit card in terms of usages, 4
benefits, business scopes and potential risks.

. (a) Define App Banking and Internet Banking. Describe different measures to strengthen the 2+4=6
security of App Banking and Internet Banking.

' (b) Differentiate Online processing and Batch processing. 4
(c) What kind of banking services are currently available in Agent Banking? 3

(d) Draw fund flow for two types of Agent Banking models. Describe opportunities and 4+3=7
challenges of Agent Banking. '

. (a) Describe features of BD-RTGS system including all available transaction types. 4

(b) What benefits does SWIFT offer for the financial system? How does it ensure transactional 3+3=6

 security? ;

(c) Based on the features of available inter-bank fund transfer modes in Bangladesh, design a 5
branding/information template for the customers.

(d) Define two use cases in the banking system where you need to implement Digital 5
Signature.
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6. (a)

What fundamental principles are outlined in the latest version of Guideline on ICT Security?

(b) Describe in your own how e-Governance can help to achieve good governance.

()
(d)

7. (a)
(b)

(c)
(@

Describe how banking system can contribute achieving the vision of Smart Bangladesh.
Do you think that QR based payment can be a good option for digital payments? '
Explain different methods and tactics employed in the phishing attacks to gather login id,
password, and other confidential information.

Is the Internet a blessing or a curse? Justify you answer.

Define VAPT. Discuss the importance of engaging third-party to conduct VAPT,

A scenario is described below. Please read this out carefully to answer the questions :

Mr. X shared a newly released movie song link with his few colleagues and friends
including Mr. Y. He sent that to all his colleagues using official emails. Mr. Y downloaded

the song and played it on his office PC. The next day Mr. Y found that all his documents

stored in the PC got encrypted and could not be read. Moreover, Mr. Y received an email
demanding a payment of $100 to get the decryption key. '

(i)  What wrong did Mr. X do at first?

(i)  What are the mistakes made by Mr, Y?
(iii) What kind of malware attack is this?
(iv) How this type of security risk can be minimized?

8. (a)
)]

(c)

(d)
9. (a)

)

@

(d) Do you think that Robotic Process Automation (RPA)-can be a good option to minimize

10. W

What do you mean by data validation and data deduplication?

Define the importance of access right management. How role-based access and time-based
access can secure a banking system?

If any fraudulent activities happen in a banking system, describe the role of the
Information System (IS) audit and IS auditor to find the root-cause..

Describe different types of Internal Threats in the context of ICT Security.

What are the key advantages and potential drawbacks of adopting cloud computing in the
financial services industry?

Define the good and dark reasons of Cryptocurrency. What is the solution to overcome
those dark reasons of Cryptocurrency?

Explain how 'a bank can utilize the benefits of Artificial Intelligence (AI) for better
customer experiences. ‘

bank’s operational cost.

rite short notes on any four of the followings :

(a) Internet of Things
(b) Bangla QR

(c) API

(d) Fintech and Techfin
(e) Binimoy

(N Social Engineering.
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